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HEALTH INSURANCE PORTABILITY AND ACCOUNTABILITY ACT (HIPAA)

History and Purpose
In 1996 the Federal Government passed the Health Insurance Portability & Accountability Act (HIPAA).
Contained within these rules was a section that pertained specifically to patient privacy. The Act became
effective on April 14, 2003. While these rules appeared to be aimed at protecting the privacy of medical
information of patients who are treated in normal medical settings, i.e. hospital and medical
practitioner’s offices, they also apply to medical treatments in the field. The inappropriate disclosure of
any medical or patient information, including those that are intended to be used in a social media
setting, could result in civil and criminal penalties.
Application
Information gathered at the scene of an emergency is public record. This information includes medical
reports, radio transmissions, photographs, and video. All public records are subject to HIPAA rules and
regulations, therefore no public records can be taken for personal use. This includes making personal
copies of run reports or taking personal photographs or videos of patients or emergency scenes. To do so
would be a violation of federal law.
The victim of any emergency has a right to privacy per HIPAA and all responders have a responsibility to
maintain this right and to ensure that no information regarding any response is shared or transmitted
other that via the normal department process for documentation.
Members shall not share any information gathered from any emergency response unless the sharing of
that information is necessary for the well-being of the person(s) that were affected by the response, or
as indicated below. This includes sharing information, whether documented scene information or
pictures, via the use of cellular or electronic devices, website, in written form, or verbally.





Assuming specific permission from a GFD Officer, there are only three potential reasons to take
photographs at an emergency scene:
Fire Investigations
To help illustrate mechanism of injury to ER or Trauma Center personnel after an EMS incident.
To assist with in-service training specifically requested and monitored by the Fire Chief, or designee.
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Violations and Reporting
Violation of this HIPAA policy may result in suspension or expulsion from the Department.
Any employee becoming aware of or having knowledge of a violation of the provision of this policy shall
immediately notify the Fire Chief, or designee, for follow-up action.
Disciplinary Action
Disciplinary action for violation of policy relating to HIPAA will be conducted in accordance with existing
GFD By-laws and department policy.

